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Definition of Quantum-Safe
[

The research subject of this report is the Quantum-Safe Industry. The Quantum-Safe Industry is a technology - intensive sector. It has

been formed to counter the threats that quantum computers pose to traditional cryptographic systems. It centers on the research,
development, application, and commercialization of two key areas: quantum communication technologies, with Quantum Key

Distribution (QKD) being a prime example, and Post-Quantum Cryptography (PQC).

» Quantum-Safe Secure Communication

Quantum-Safe Secure Communication utilizes the fundamental principles of guantum mechanics. These include the no-cloning theorem,
guantum entanglement, and the uncertainty principle. It achieves secure information transmission through secure communication
protocols and engineering technologies. Examples of such technologies are Quantum Key Distribution , Quantum Random Number

Generators, and Quantum Teleportation.

» Post-Quantum Cryptography

Post-Quantum Cryptography refers to cryptographic algorithms designed to resist attacks from quantum computers. These algorithms are
developed with the aim of ensuring that their computational complexity remains exponential, even when quantum computers become a
practical reality, thus safeguarding information security. Any new algorithm capable of resisting quantum computing attacks can be

considered part of Post-Quantum Cryptography.
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Policies Guide the Direction of the Industry, Financing Sparks

Innovation Vitality.

Global Quantum-Safe Enterprise Financing Status and Number of
National-Level Policies Issued in 2024
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The dual drivers of policy and capital are
accelerating the maturation and
implementation of the global Quantum-

Safe industry.

Policies formulate strategies, set
standards, and guide funding toward

critical areas.

Financing powers research projects and
enterprise development, ensuring the

execution of policies.

Together, they enhance international
cooperation and competitive advantages,

promoting industrial growth.
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Total Funding Has Risen Compared to 2023, though the Growth Is

Gradual.
[

Global Quantum-Safe Sector Funding, 2020-2024 (in Million
usD)

CAGR -4.28%

GR GR GR (€]
415.63% -53.04% -75.50% 41.48%

900 842.80

800
700
600
500
395.79
400

300

200 163.45 EYY)
96.99

100 l
0
2020 2021 2022 2023 2024

iCV TA&K | Version Feb. 2025

Copyright 2025 by ICV TA&K.

This work may not be reproduced or distributedin any form or by any means without express written permision of the publsher.

In 2024, a total of 11 companies in the
Quantum-Safe sector secured $137 million in
financing. Compared to 2023, the amount of
financing has increased, but the upward

trend remains slow.

Although the global Quantum-Safe industry
has made progress in attracting capital, it still
faces numerous challenges, such as the small
scale of the industry and the high uncertainty
of investment returns. These factors have
prevented a significant surge in the inflow of

social capital.
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Financing Rounds Relatively Dispersed, Still in the Early Stages of
Funding.

| _

Distribution of Companies and Financing Rounds in the Global Quantum-Safe Sector in 2024

Financing Rounds of Global Quantum-Safe Companies in 2024
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In 2024, financing rounds were dispersed without a
concentrated trend, covering seed rounds, Series A,
Series B, as well as government grants/subsidies. Grant
This indicates that quantum enterprises have made

varying degrees of progress at different stages. @
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Number of Financing Rounds Declining for Four Consecutive
Years.

Global Quantum-Safe Financing Events and Average Amounts
from 2020 to 2024 (in Million USD)

In 2024, a total of 11 financing events occurred,

30.00 28.09 representing a decrease compared to 2023. However,
25.00 the average financing amount in 2024 was $12.47
‘ million, which represented an increase of $5.55 million
20.00 <. 17.21
, .. . compared to 2023.
/ N
/ N
L o R 12.47 This indicates that while the number of financing events
1000 9.61 ,,’ .‘\ decreased, the total financing amount and the average
. , \\
N A 6.93 funding per financing event both increased.
5.00 ‘ \‘_ e ; 0t .
------- . This implies that the attractiveness of individual projects
0.00 likely increased, as investors reallocated resources
2020 2021 2022 2023 2024

towards high-quality projects, demonstrating a more
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Global Quantum-Safe Industry Size Forecast

[ B

Global Quantum-Safe Industry Size Forecast (2023-2035E, in
Billion USD)

CAGR 46.19% —-—‘ In 2024, the global Quantum-Safe industry size
expanded further, reaching approximately $1.29
}'7 CAGR42.7% _*‘ billion, an increase of $210 million compared to 2023,
" " representing a growth rate of 19.4%.This indicates
that the Quantum-Safe sector continues to attract

more investment resources, and market attention
> and recognition are rising steadily.

From a long-term perspective, the industry is
projected to reach $96.66 billion by 2035, with a
compound annual growth rate (CAGR) of about
68.7% during 2024-2027 and around 42.5% during
2027-2035.

The overall trend indicates sustained high-growth
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Quantum Key Distribution
Expected to Double within Five Years.

2024 & 2035E Global QKD Sector Size by Region (in %, Billion
USD)
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In 2024, China led the global QKD industry in

W China —_ terms of market share, with North America,

Europe, and the Asia-Pacific region (excluding
—— M North America —

China) also holding significant portions. By 2035,

China is expected to continue leading, with its

®——— [ Europe — 1.32
share further increasing. The industry size in all
| Asia-Pacific (ex-China)— 0.89 regions is projected to grow, with China showing
particularly strong growth momentum and
Others —. immense potential.
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Expanding Multi-Scenario Applications,
Quantum Random Number Generator Show Steady Growth.

2024 & 2035E Global QRNG Sector Size by Region (in %, Billion

USD)
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The scale of the quantum random number
generator market was $116 million in 2024.
Although its proportion in the overall industry is
relatively small, it is still developing steadily. It is
expected to grow to $442 million by 2030, with a
compound annual growth rate of approximately
25.23 % from 2024 to 2030.

By 2035, it is expected to reach $1.347 billion,
with a compound annual growth rate of
approximately 24.49 % from 2024 to 2035. As the
applications of quantum random numbers in
more emerging fields such as cryptography and
simulation are explored, its market scale is

expected to gradually increase.
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Standards Drive Technology,

Post-Quantum Cryptography Set to Surge Over Tenfold by 2030.

2024 & 2035E Global PQC Sector Size by Region (in %, Billion

USD)
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In 2024, the industrial scale of PQC grew rapidly,
reaching $656 million. With the release of the first
official post-quantum cryptography standards by
the US National Institute of Standards and
Technology (NIST) in 2024, 2024 became a crucial
turning point for the development of the entire
PQC industry.

With the development of quantum computing
technology, traditional cryptography faces the risk
of being cracked. Therefore, PQC technology has
become the key to addressing this challenge and
has received high attention from the market. By
2035, the industrial scale of PQC will reach an
astonishing $89.746 billion, with a compound
annual growth rate of approximately 51.97 %
from 2024 to 2035.
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